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Increase in sanctions is the output of Deceptive Shipping Practices over the past five years
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Global shadow fleet is decreasing at 6% YoY due to increased enforcement

Cumulative shadow vessels
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e Shadow vessel = loaded sanctioned
cargo AND at least one of these
conditions are met:

o Unknown ISM Manager

No IACS class

No IGP&I coverage

Age 20+

Dark STS

AlS spoofing

O O O O O

e 3,200+ active shadow vessels

e 30+ vessels per month on
average have joined the shadow
fleet over the past 12 months

e ~6%decrease due to sanctions
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Typical spoofing patterns
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fypical positions signaling, where the vessel sails in the port area, berths, loads and then

departs

Port of Jose

Gran Roque

LaAsuncion

Caripano

Cafacas Higi@ote

N

Los Teques Port of Jose

by 1
R
-Bprcetona

an Juan de 5 g Rl
os Morros ¥

Maturin 3

Diego Félipe

S8,
Tucupita

Barrancas
dvcl Ormoc‘o b

Aguaro-Guariquito
National Park

ithout the




| Spoofing Patterns

A vessel loading in Venezuela, while spoofing its location in the Caribbean Sea
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A vessel loading in Venezuela, while spoofing its location at WAF

ominican San Juan

Republic

Guadéloupe Cape Verde
Martinique

Barbados

Maracaibo! = Caracas Guinea
and:Fobago

\ Sierraeone
VENEZUELA | .o scom et

Liberia ol
Guyana ’ Lagos
French Cameroon
e Guiana
Colombia i *  Yaounde
RORAIMA Equatorial
AMAPA Guinea

Central African SouthiSudan

Republic

Medellin Ghana Bamenda

Bogota Juba

Kisangan Uganda
Republic of Democratic

Port-Gentil i TLo2on theCongo Republic of

Manaus
Iquitos

AMAZONAS

Sao Luis
PR
Fortaleza

Kinshasa
x Kikwit

Rwandal

the Congo

Burundi

MARANHAO CEARA Matadi Kananga

PIAUI PR Two Boats
Porto Velho \PERNAMBUCO

s S A UAGoAS
RONDONIA Brazil  Palmas \

Lubumbashi
Angola v
Salvad Malawi
o Zambia) .

SOIASE Brasilia

MINAS 5 5 - 7 Mozambique
GERAIS _ESpiRITO
SANTO

SA0 RIOIDE
PAULO JANEIRO
Paraguay,

Asuncion PARANA 530 Paulo

SANTA ; 2 Eswatin
CATARINA o u o £
RID GRANDE \tlantic iSouth/Africal
DO SUL

Resistencia

Porto Alegre esotho
] X ! Durban
SantaFe

Rosario

Uruguay,
Buenos Aires

¥ Montevideo
Argentina




Spoofing Patterns
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Vessel loading in Iran whlle spooflng at AI Basrch

—

A common spoofing pah‘ern is vessels

ending their tracks at Iraq’s Al Basrah
P Oil Terminal, turning off their AIS

Al Basrah transponder and restarting their AIS

Oil Terminal G 4 signal a few days later with a positive

\ draught change, indicating that the

vessel has loaded cargo.

Kpler notes that such spoofing is more
commonly seen with larger vessels (LR1
. and larger).
Vessel’s raw
AIS positions
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Vessel Ioadlng in Iran whlle spoofmg a'l' Khor AI Zubclr Por'l'
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Another common & more elaborate
spoofing pattern is vessels appearing to
travel all the way to Iraqg’s ports (e.g.,
Khor Al Zubair, Vs Oil Terminal, Umm
Qasr) and leaving with a positive
draught change indicating that the
vessel has loaded cargo.

Kpler notes that such spoofing is more
Py commonly seen with smaller vessels
o Vessel’s raw (MR and Short Sea Tankers).

AIS positions

3
ey
s

A
o

KawaitiCity

R

3L
RN
g
IS,
,"-:.;‘x’s

i Grariada iy
-~
Jileeb Al=




Vessel qudlng in Iran whlle spooﬁng c'l' oi'her pari's of Mldeasf Gulf
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A less common spoofing patternis
vessels ending their tracks in the middle
; - of the Mideast Gulf, turning off their AIS
Vessel’s raw @ transponder and restarting their AIS

o : A , wi . signal a few days later with a positive
’f“ls&pos”'ons = R ; draught change, indicating that the
N vessel has loaded cargo.
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Kpler notes that such spoofing is more
commonly seen with larger vessels (LR1
and larger).
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Vessel loading in Black Sea Russia, while disappearing for a prolonged period of time
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Vessels loading from Russia, will often ping
their location while entering the Black Seaq,
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However, during that time of turned off AlS,
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Vessel loading in Black Sea Russia, affected by GNSS spoofing
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Fuel Oil Examples

_ LR'I Purdue Stellar Ioadmg fuel oilin Iran, wh e spoofmg AlS at Khor aI-Amcyc Oil
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However, satellite imagery on 2 March 2025 showed the
vessel was actually loading at Bandar Mahshahr during
this period, thereby confirming the vessel spoofing its
location via AlS.

A

' o A e S <y ._-' ‘ \.‘“'ffg Bandar Mahsh
LR1Purdue Stellar, IMO No. : AN # S |ran
9275658, pinged AlS positions at : = ‘}"1 '
Khor al-Amaya Oil Terminal on
28 February 2025, and headed
out towards the east on 1 March
2025.

Khor al-Amaya Oil
Terminal,
Iraq

Vessel’s raw AlS positions

atellite image source: https://link. datas aceco ernicus. eu/4 W v kpler

2014 - 2025 Kpler. Confidential. All rights reserved. Contents included in this presentation must not be shared in any way possible with external parties witho wﬂh»u ShSEn



https://link.dataspace.copernicus.eu/4gqw

| Spoofing Patterns
A vessel loading in Venezuela, while spoofing its location at WAF
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A vessel loading in Venezuela, while spoofing its location at WAF
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VLCC Progress V (9316701), pinged its AlS location in i e )
September in West Africa. Abigan s

However, when examining satellite imagery, the vessel’s VLCC Progress V
location is confirmed to be the Amuay Light. zone in (9316701)
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There, it concluded 3 STSs with three different LR2s in po M
September, which gradually topped it up. At the same time, e
the vessel continued spoofing its location in Western Africa. +

Two Boats

The usual behaviour for these vessels is to sail East, but the
exact timing of its departure is yet to be determined.
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Sharpriseindark STS +177% since Mid-2024 as the main method to conceal cargo origin
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Predictive analysis shows that 300+ vessels could be sanctioned within the next 12 months

Predicting the sanctions

Core inputs for the last 12 months:

AlS spoofing

Dark port calls

Dark STS transfers

If a vessel shows three or more
deceptive practices behavior
Sanctioned cargo

Any suspected spoofing/dark

activity

Pool: 3,200 shadow

vessels

S

302 stand out as high
risk of facing

sanctions within the
next 12 months
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46% were involved in
Dark STS

94% engaged in AIS
spoofing

33% made a dark
port call

21% were flagged for
suspected dark
activities
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After October, 35 vessels out of these 302 vessels have already been sanctioned

Predicting the sanctions

Core inputs for the last 12 months:

e  AIS spoofing

e Dark port calls

e  Dark STS transfers

e  [f avessel shows three or more
deceptive practices behavior

e  Sanctioned cargo

e  Any suspected spoofing/dark

activity

Pool: 3,200 shadow

vessels 302 stand out as high
risk of facing

S

sanctions within the
next 12 months

35 already been

sanctioned since
October 2025
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46% were involved in
Dark STS

94% engaged in AIS
spoofing

33% made a dark
port call

21% were flagged for
suspected dark
activities
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Key takeaways

1000+ sanctioned vessels since January 2024

From January 2024 to 2025:

1,011 vessels were sanctioned

80.1% of AlS spoofing vessels were sanctioned within a year
31.5% of dark STS transfers vessels were sanctioned within a year
300+ non-sanctioned vessels show high risk of sanctions in the
next 12 months

Regulators are shifting from identity-based assessments to
behavior-based patterns.
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What’s next for Risk & Compliance solutions?

To address key challenges and support faster, more informed decision-making, we are focusing
on:

Real-time alerts of sanctions and operational risk updates
Enabling users to act swiftly on emerging threats and compliance triggers.

Expanded DSP detection

Enhancing coverage to include zombie fleet activity, STS operations, and port calls during spoofing
periods.

Focus on Maritime Threat Intelligence
Introducing insights on security incidents, piracy, and smuggling to improve situational awareness at

sed.

Improved visualisation of risk events
Enriching map-based displays for greater explainability and user confidence in risk interpretation.
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Thank you! Questions?

Dimitris Ampatzidis Dimitris Kotsias Kevin Kinnee

Senior Risk & Compliance Analyst Senior Refined Products Analyst Senior National Security Officer
dampatzidis@kpler.com dkotsias@kpler.com kkinnee@kpler.com



